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.HARDWARE INTERPROCESS COMMUNICATION 6/9/72

Summa.ry

The hardware interprocess communication mechanism proposed is
designed to fulfill two needs:
a) To replace interrupts as the interface to I/O devices
b) To function as a general monitor-call operation, thus
providing a complete line of software services, including
a more powerful and general ( e.g. message channel ) mechanism
for interprocess communication.
At the hardware level, a process communicates with the rest of the world by
sending and receiving signals to/from other processes ( including hardware

processes representing IfO devices. ) A signal is a small packet of data

and/or capabilities. Attached to each process is a signal buffer, through which

all incoming or outgoing signals must pass. The signal buffer consists of a
small fixed number of slots, each of which can hold a capability or a datum.
To output a signal, a process must do two things:
a) load its signal buffer: (several CPU operations)
the data/capabilities comprising the signal are moved

into the appropriate slots into the signal buffer, one
by one.

b) send the signal from its signal buffer: (one CPU operation)
the contents of the signal buffer are copied into the signal
buffer of the receiving process.

Similarly, to input a signal, a process must:

a) receive the signal in its signal buffer (one CPU operation)

b) unload its signal buffer (several CPU operations)

Furthermore, each signal is of a certain class, and the sender/receiver
must specify the class‘of the signal to be sent/received. In the case of the
receiver, this is simply an arbitrary integer. In the case of the sender, the

class is specified in the signal capability which must be presented as

authorization to send the signal in question. A process can fabricate capabilities

allowing other processes to send it signals.




Sending and Receiving

The primitive actions send and receive function in pairs. Whenever

a send-receive pair is matched, the signal is transferred from the sender's
buffer to the receiver's buffer, and both processes continue execution.
When a send (receive) is done before its matching receive (send), the
process is blocked until the matching action is performed.

Additional primitive actions provided are conditional-send and exchange.

Conditional-send allows a process to send a signal to an untrusted process
without risk of hanging up if the signal is never received. Conditional-
send will send the signal if the matching receive has already been done.
Otherwise, it will fail.

A complementary action to conditional-send is exchange. Exchange
is simply an atomic send-receive sequence; this allows a signal to be
sent and a reply signal to be received, even if the reply was sent with
a conditional-send. A normal non-atomic send-receive sequence could fail
in this case if the following occurred:

(1) Process A sends "Request" signal to process B.

(2) Process B attempts to return a "Response" signal with a

conditional-send, which fails.

(3) Process A attempts to receive the "Response" which has already
been lost.
The exchange/conditional-send mechanism is intended for use as a
"monitor-call" sequence. Note that the two signals involved provide a

wunified "input parameter" and "output parameter" mechanism.



Loading/Unloading the Signal Buffer

Each slot in the signal buffer must be individually loaded/unloaded
from the memory or C-list of the process. This is preferred over an atomic
load/unload-entire-buffer operation for several reasons:

(a) Some simplification in the micro-code.

(b) Elimination of any kind of "specification-list" of how the
buffer should be loaded. (Such a list could sometimes be com-
piled, but would often need to be constructed at execution time.)

(c) More flexibility at the receiving end:

(1) In placement of capabilities received.
(2) In signal formats (e.g., value of parameter 1 determines
types of remaining parameters.).

Each slot in the signal buffer can hold a capability or an equivalent
amount of data (presumably 2 words). A flag word in the buffer indicates
which type of item appears in each slot. The primitive actions are

(a) Load capability into signal buffer -

loads the indicated capability into the indicated slot and sets
the flag for that slot to "capability."

(b) Load data into signal buffer -

loads two words of data into the indicated slot and sets the
flag for that slot to "data."

(e) Unload capability from signal buffer -

stores the capability found in the indicated slot at the indica-
ted position in the C-list, or generates an error if slot con-
tained data.

(d) Unload data from signal buffer -

stores the data found in the indicated slot at the indicated posi-

tion in memory, or generates an error if slot contained a capability.
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signals (e.g., 1 capability,AZ data, 1 more capability). Such checking
(analogous to argument type checking in procedure calls) is left to the
software of the processes involved. Perhaps some kind of standard

library routine should be provided to perform type-checked signalling.
Traps

Some mechanism will be provided to allow a process to deal with its
own errors. Whenever a process is unable or unwilling to handle an error
it has made, a trap results, which causes the CPU to scan up a chain of
"father-pointer" capabilities. Each process state-block contains such
a pointer; hence, a tree-structured hierarchy is formed. When the CPU
scan locates a responsible process, the offending process is forced to
do an exchange with the responsible process. Note that while this allows
restarting of a hardware operation which caused an error, it precludes
restarting a monitor call which caused an error, without reloading the

signal-buffer, since the trap-exchange uses the signal buffer.
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